WHO Laboratory biosecurity guidance
Annex 1. Biosecurity risk assessment template
Prefix
· Has involved personnel filled in a confidentiality declaration?
· Have strategies to lower inherent risks of high-consequence research been applied?
· Are situations given that could facilitate a biosecurity incident?
· Are there any other vulnerabilities that may affect the occurrence a biosecurity incident?
Gather information (identification of hazards, threats and vulnerabilities)
Identification
· Identify high-consequence research and high-consequence material with the flowchart in Fig. A1.1 Should high-consequence research or high-consequence material be identified, a new biosafety risk assessment should be done or an existing biosafety risk assessment for the laboratory should be reviewed additional to the biosecurity risk assessment.
NO
NO HIGH-CONSEQUENCE RESEARCH
HIGH-CONSEQUENCE RESEARCH
YES
STEP 3: Can research knowledge (for example, data, methodology, results), technologies, and intermediate or final products (such as toxins, nucleic acid) be misused?
NO
NO
YES
STEP 2a: Does the laboratory work is planned to result in or use biological material that is known to have one of the characteristics below?
· Ability to interfere with, bypass or reduce the effectiveness of therapeutic or prophylactic treatment or vaccination
· Enhanced communicability or transmissibility
· Increased pathogenicity
· Alterated host range and tropism, including potential inadvertent selection by serial passage on cells of human or other new host species
· Evasion from detection methods and diagnostics
· Potential use as a severely harmful biological material or even a biological weapon,
•Production of toxins, increased toxin production, or enhanced toxicity of an existing toxin
· Increased stability and resistance to decontamination
· Alterated absorption, toxicokinetic or host susceptibility
· Bypassing natural immunity
· Enhanced capacity for spreading or easy release
STEP 2b: If released, could the biological agent, material or research information pose a risk to any of the following?
· Humans
· Environment
· Land animals, invertebrates or plants
· Aquatic animals, invertebrates or plants
· Public safety
· National security
YES
STEP 1: Are you culturing, creating, re-creating, or modifying a new or existing biological agent?

[bookmark: _bookmark114]Fig. A1.1. Decision tree for assessing high-consequence research activities




	High-consequence material and high-consequence research
· What is the scope of the laboratory work (for example, diagnostics, vaccine production, DNA synthesis, research)?
· What type of work will be conducted with the high-consequence material (for example, diagnostics, propagation, storage, transfer/transport, sample taking, modification)?
· What high-consequence material will be handled and/or stored, and what are their characteristics that are relevant to biosecurity (for example, pathogenicity, and potential misuse)?
· In what form is the high-consequence material in the laboratory (for example, as a low-volume specimen, living biological material) and in what media (for example, in a laboratory animal or as electronic information)?
· What kind of data and information on high-consequence material is handled or stored?
· What kind of biosecurity incident related to the characteristics of the high-consequence material could happen?


	






	Other biological material with biosecurity relevance
· What is the scope of the laboratory work (for example, diagnostics, vaccine production, DNA synthesis, research)?
· What type of work will be conducted with the biological material (for example, diagnostics, propagation, storage, transfer/transport, sample taking, and modification)?
· What biological materials will be handled and/or stored, and what are their characteristics that are relevant to biosecurity (for example, pathogenicity, and potential misuse)?
· In what form is the biological material in the laboratory (for example, low-volume specimen, biological material) and in what media (for example, in a laboratory animal or as electronic information)?
· What kind of data and information on biological material is handled or stored (for example, genetic sequence data)?
· What kind of biosecurity incident related to the characteristics of the biological material could happen?


	









	Personnel security
· What kind of personnel (for example, technical staff, students, and scientists) are involved in the laboratory work? What are their roles and responsibilities? What is their knowledge about the biosecurity aspects and risks of the laboratory work?
· Which types of non-laboratory personnel or external people (for example, facility maintenance workers, visitors or external collaborators) might need to enter a laboratory that has high-consequence material or other biosecurity-relevant material?
· Are there any human factors that may affect biosecurity (for example, work stress, dismissals, disagreements in a team, jealousy, financial debt, drug abuse)?
· Have personnel with access to high-consequence material undergone a background investigation and been considered suitable before being allowed access to the material?
· Are personnel with access subject to periodic or ongoing scrutiny?
· Is there a process for self- and peer-reporting of incidents or behaviours of concern?
· Are there other factors that might affect laboratory biosecurity (for example, legal, cultural, socioeconomic, public perception)?
· What personnel-related biosecurity incident could happen?


	






	Physical security
· In what type of laboratory/facility will the work be performed (for example, conventional laboratory, do-it-yourself laboratory, mobile laboratory)?
· What biosecurity-relevant situations or circumstances could arise if work with, or handling of, biological and/or high-consequence material were undertaken outside the laboratory (for example, sample taking or transfer/transport)?
· Is attendance of personnel in biosecurity-relevant areas of the facility regulated, monitored and/or recorded?
· Is the facility monitored using a video surveillance system or similar? Are there any intruder alarm systems in place?
· How is laboratory access controlled (also to non-laboratory areas such as repositories or sites for decontamination)?
· How does the security clearance process work?
· What kind of biosecurity incident related to physical security could happen?


	









	Inventory security
· What kind of laboratory devices and equipment are used? Essential equipment (for example, refrigerators, freezers, computers or incubators) must also be considered.
· Which biological materials and/or high-consequence materials are included in the inventory list of the facility?
· How is the material accounted for and how often does an inventory audit occur?
· What kind of biosecurity incident related to the inventory could happen?


	






	Information security and cybersecurity
· Which laboratory equipment is connected to the internet or receiving data services?
· What information on the research/work is already publicly available (for example, sequence data on databases)?
· What kind of information is generated, stored or shared about the laboratory work or stored material, and could this information be of biosecurity relevance?
· What kind of biosecurity incident related to information security or cybersecurity could happen?


	






	Society issues
· Do the methods/techniques and/or the material pose any ethical conflict?
· Have there been concerns in the general public about aspects of the laboratory work conducted?
· What kind of biosecurity incident related to society issues could happen?


	










	National/international regulations
· Are national and/or international regulations applied to the laboratory/facilities that affect biosecurity?
· Are there any national/international regulations or recommendations concerning the planned laboratory work?
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Evaluate and classify the risks and consequences

	Evaluation
· What types of biosecurity incidents could occur (for example, theft, sabotage, destruction of data, deliberate release or diversion of biosecurity-relevant material, espionage, misuse)?
· How could biosecurity incidents occur?
· Where could biosecurity incidents occur?
· Who could create a biosecurity incident?
· What biosecurity incidents could occur in the laboratory, and what could happen during transfer/transport, sample taking or other processes that do not take place in the laboratory (for example, decontamination)?
· What could be the consequences of a biosecurity incident to relevant populations and the extent of the effects? Also consider consequences of biosecurity incidents such as loss of reputation and economic consequences?
· What information or factor influences the consequences the most?
· What is the initial risk (without additional risk control measures) of the laboratory operations (the storage of high-consequence and/or biological material should also be considered as a laboratory operation), sample taking or transfer/transport?
· What is an acceptable risk?
· Are there any circumstances that affect the determination of an acceptable risk?
· Are there any bioethical aspects that need to be considered in the determination of acceptable risk?
· What are the benefits of the intended laboratory work?
· Which risks are unacceptable?
· Can unacceptable risks be controlled, or should the work not proceed?
Classification of consequences - risk
· Negligible - very low risk
· Minor - low risk
· Moderate - medium risk
· Major - high risk
· Serious - very high risk
Classify the initial risk of the laboratory activities before additional risk control measures have been put in place (Table A1.1).


	








Table A1.1. Classification of risk of the laboratory activities without additional risk control measures

	Assessed initial risk
	Potential consequences
	Actions

	 Very low
	If a biosecurity incident occurred, adverse effects would be negligible.
	Undertake the laboratory activity with the existing risk control measures in place.

	 Low
	If a biosecurity incident occurred, there would be minor adverse effects.
	Use additional risk control measures if needed.

	 Medium
	If a biosecurity incident occurred, moderate adverse effects would arise that require basic countermeasures or treatment.
	Additional risk control measures are advisable.

	 High
	If a biosecurity incident occurred, major adverse effects would arise that would require substantial countermeasures or treatment.
	Additional risk control measures need to be implemented before the laboratory activity is undertaken.

	 Very high
	If a biosecurity incident occurred, serious adverse effects would be likely.
	Consider alternatives to doing the laboratory activity. Comprehensive risk control measures will need to be implemented to ensure security and national regulations must be adhered to.


Indicate the initial risk of the laboratory activities before additional risk control measures have been put in place and if the risk is acceptable (Table A1.2). Prioritize the implementation of risk control measures.


Table A1.2. Initial risk of each laboratory activity, its acceptability and priority for implementation

	Instructions: For additional specification of the risks of individual laboratory activities, determine which risks can/should be reduced and prioritized. For each laboratory activity or procedure of the work assessed, record the initial risks determined from the risk assessment in Table A1.1. Decide whether the work can proceed without additional risk control measures, or whether the risks posed by the work are unacceptable and further risk control measures are needed to reduce these risks. Use the right-hand column of the table below to assign a priority for the implementation of risk control measures based on the identified risks.
Notes.
· When assigning priority, other factors may need to be considered, for example, urgency, feasibility/sustainability of risk control measures, delivery and installation time of these measures, and availability of training.
· To estimate the overall risk, take into consideration the risk ratings for the individual laboratory activities/procedures, separately or collectively as appropriate for the laboratory.

	Laboratory activity/ procedure
	Initial risk (very low, low, medium, high, very high)
	Is the initial risk acceptable? (yes/no)
	Priority (high, medium, low)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Determine the overall initial risk.

	Overall initial risk
	 Very low
	 Low
	 Medium
	 High
	☐   Very high

	Will the work require additional risk control measures?
	Yes   No 




Develop a risk control strategy


	When developing a risk control strategy, the following factors should be considered.
· What resources are available for risk control measures?
· Are there any recommendations for the work intended from the national authority?
· What risk control strategies are most applicable for the resources available?
· Are resources sufficient to obtain and maintain those risk control measures?
· Are proposed control strategies effective, sustainable and achievable in the local context.


	









Select and implement risk control measures

	
When deciding on and implementing risk control measures, the following factors should be considered.
· Is there a system that controls digital/internet access to databases and laboratory equipment?
· Have background checks and personnel reliability screening been performed for personnel?
· Have the personnel been appropriately educated and trained? How is the training status of personnel evaluated and reviewed?
· Have lessons been learnt from previous incidents with biosecurity relevance?
· Are there any risk control measures already in place to mitigate the risks (for example, locked doors, access control systems, a personnel reliability programme)?
· What risk control measures are locally relevant, available and sustainable?
· Are available risk control measures adequately effective, or should multiple risk control measures be combined to enhance effectiveness?
· Is there an auditing system to evaluate the effectiveness of the biosecurity programme and biosecurity risk control measures that have been implemented?
· Do selected risk control measures align with the risk control strategy?
· What is the residual risk after applying risk control measures and is it now acceptable?
· Are additional resources required and available for the implementation of risk control measures?
· Has approval to conduct the work been granted (for example, from the institutional biosafety committee)?
· Have the risk control strategies been communicated to relevant personnel?
· Have necessary items been included in the budget and purchased?
· Are risk control measures incorporated into standard operating procedures?
· Are funding agency rules, regulations and reporting evaluated and implemented?
· Are there any national/international regulations requiring prescribed risk control measures?
· Are the selected risk control measures compliant with national/international regulations?
Describe where and when additional risk control measures are needed, including an assessment of their availability, effectiveness and sustainability (Table A1.3).


	









Table A1.3. Risk control measures for each laboratory activity, their availability, effectiveness and sustainability and the residual risk

	Laboratory activity/ procedure
	Selected risk control measure(s)
	Residual risk (very low, low, medium, high, very high)
	Is the residual risk acceptable? (yes/no)
	Are risk control measures available, effective and sustainable? (yes/no)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	Classification of consequences/risk
· Negligible/very low
· Minor/low
· Moderate/medium
· Major/high
· Severe/very high
Classify the residual risk that remains after risk control measures have been selected (Table A1.4).

	









Table A1.4 Classification of residual risk of the laboratory activities after selecting risk control measures

	Instructions. Check the residual risk to determine the appropriate actions required.

	Assessed residual risk
	Potential consequences
	Actions

	 Very low
	If a biosecurity incident occurred, adverse effects would be very unlikely.
	If the identified residual risk is acceptable, no further action is required for laboratory work to proceed.

	 Low
	If a biosecurity incident occurred, the likelihood of adverse effects would be small.
	

	 Medium
	If a biosecurity incident occurred, adverse effect would arise that would require basic countermeasures or treatment.
	If the identified residual risk is not acceptable, further action is required for the laboratory work to proceed. Re- evaluate your risk control strategy based upon the initial risk of laboratory activities. Actions may include, but are not limited to:
· implementing additional risk control measures in accordance with the initial identified risk of laboratory activities to reduce residual risk to an acceptable risk, that is
· 	medium/high initial risk – implement further risk control measures before undertaking the laboratory activity
· 	very high initial risk – implement comprehensive risk control measures before undertaking the laboratory activity to ensure security;
· redefining the scope of work such that the risk is acceptable with existing risk control measures in place;
· identifying an alternative laboratory with appropriate risk control strategies already in place that is capable of conducting the work as planned.

	 High
	If a biosecurity incident occurred, adverse effects would arise that would require substantial countermeasures or treatment.
	

	 Very high
	If a biosecurity incident occurred, catastrophic adverse effects would be likely.
	



Determine the overall residual risk.

	Overall residual risk
	
Very low
	 
Low
	
Medium
	
High
	 
Very high

	Will work require additional risk control measures?
	Yes   No 





	The implementation of risk control measures includes:
· communication of incidents, risks and risk control measures,
· purchase/implementation of required risk control measures,
· operational and maintenance procedures, and
· training of personnel.


	







Review risks and risk control measures
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	Review
· Have there been any changes in laboratory activities, high-consequence material, personnel, equipment or facilities?
· Is there any new knowledge on high-consequence material and/or biological material being used, laboratory activities and/or personnel?
· Have there been any changes in the determination of an acceptable risk?
· Are there any lessons learnt from incident reports and investigations that may indicate improvements need to be made?
· Has a periodic review cycle been established?
· Has a biosafety risk assessment performed or revised?


	






