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1 General information

1.1 Aim and application

· The aim of this procedure is to define all key aspects involved in Information Security. It is not the objective to specify a step by step working method, but merely to create a frame in which the working instruction can be developed.

1.2 Legislation and standards

· For clinical trials the minimum standards is based on ICH-GCP (http://www.ich.org/)
· Good Clinical Practice (GCP) is an international ethical and scientific quality standard for designing, conducting, recording and reporting trials that involve the participation of human subjects.
· Compliance with this standard provides public assurance that the rights, safety and well-being of trial subjects are protected and that the clinical trial data are credible.
· For electronic data capture 21 CFR Part 11 defines the criteria under which electronic records and electronic signatures are considered to be trustworthy, reliable and equivalent to paper records
· For non-clinical trials the minimum standards are decided on project by project basis, on a risk-based approach, in agreement with the Head of <Your Unit>, Project Leader at <your Institution> and the responsible Data Manager, while keeping the general objective of safeguarding the data from source document until database lock

· If local legislation requires additional standards for DM, then these need to be adopted. 

2 Roles and Responsibilities

	Roles
	Responsibility

	Project manager
	· Support the project team in identifying and implementing solutions to data management issues and concerns raised by the DM and their team.

· Approve and help Develop and maintain clinical data management SOP for the project.

· Ensure regular monitoring is performed of data management activities.

· Oversee the testing of the data management system, edit/validation checks and special listings/procedures used as tools for data review and discrepancy management activities. 

· Oversee the generation of data management Plans and Quality Management plans to deliver accurate, timely, consistent quality data.

· Ensure the Data Management tools are safe and secure with respect to data management aspects of projects as appropriate.

	Head of data management department
	· Supervise and approve Information security procedures

	Data manager
	· Maintain the accuracy, integrity and security of complex, large computerized data management system.

· Maintain confidentiality of data as per project requirements.

· Define the access level of the data to the users involved in the trial.

· Manage the tracking of data in transit

· Prevent any additions, deletions or modifications to the audit trail other than by the system.

· Regulate passwords and user management changes.

· Ensure a backup plans are carried out as per the schedule

	Data entry clerk
	· Execute procedures on Information Security

	Data monitor
	Monitor security and backup systems during a study

	System developer
	Implement Information Security in the developed system when possible


3 Definitions and abbreviations

Definitions

· Information - Information takes many forms.  For the purposes of this policy, it includes data stored on computers, transmitted across computer networks, printed, written, sent by post or fax, or stored on removable devices.  Much of this policy relates specifically to electronic information but the same principles and level of care should be applied to paper-based information.  Information may be either structured according to some defined format, or unstructured.
· Information assets - Information assets include information (see above definition), computer software and hardware. 
· Access & security - Access refers to any mechanisms by which individuals gain access to information.  This policy defines legitimate access and prescribes action to be taken to deal with unauthorised access. 
· Security - Security refers to mechanisms and procedures designed to ensure that appropriate controls on information access are in place and are effective. 

· Confidentiality - Confidentiality requires protection of information from unauthorised disclosure or intelligible interception (see below). 
· Integrity - Integrity involves safeguarding the accuracy, completeness and consistency of both information and computer software. 
· Availability - Availability involves ensuring information and the associated services needed to process that information are available to staff and students when required. 
· Computer Software - Computer software is the collection of computer programs used to process information. 
· Intelligible interception - Intelligible interception is interception of information in such a way that it is readable. Encryption of data may be used to prevent intelligible interception. 
Abbreviations

· DM
: Data Manager

· PI

: Principle Investigator

· CI 
: Co- Investigator
4 Method
· The main goals of an information security policy and associated activities are to prevent loss or damage to the research data and to keep data management facilities in the best possible condition. 

· A full review of processes that will ensure effective information access and security control should be carried out with the key outputs being:

· Information assets are identified and suitably protected

· Information users should be identified and have access to information for which they have authorized need; for example database administration, regular review of user access rights. (See Information asset register)
· Data management systems are appropriately managed and controlled

· The processes should include:

· User registration procedures, authentication mechanisms and password usage for access to any computer systems or facilities, system patching and antivirus protection

· Systems security procedures, including systems administration, monitoring and logging,.. (See Confidentiality and user conduct agreement)
· Backup of computer systems, define how long backup is kept (retention periods), frequency, media (USB, PC, server,..) and onsite/offsite provision.
· Inventory of information assets, including equipment, software and data in paper and digital form.
· Systems change control, testing and acceptance

· A risk assessment for Disaster recovery according to available resources
· Physical security of computer rooms, networks, personal computers, computer maintenance and disposal

· Audit trail for tracking of documents and study data (see SOP Tracking)
5 Attachments and forms for completion

· Attachment 1: Information asset register template
· Attachment 2: Confidentiality and User Conduct agreement template

6 References to other SOPs

This SOPs focuses on System Validation and should be read together with 

· General DM SOP

· SOP System Development

· SOP Data Entry

· SOP Data Transfer

7 Revision

	Version
	 Changes with respect to the previous published version

	Draft 
	Draft version presented at 2011 Data Management Workshop at ITM, Antwerp by Anish Bhattarai and Paritosh Malaviya

	Version 1.0
	Changes made based on discussion at the 2011 Workshop and subsequent harmonization process by Yves Claeys (ITM) and James Smedley (LSTM)


8 Approval and distribution

	
	Name and function

	Initiated by:
	Name and function of the person(s) initiating the document

	Approved by:
	Name and function of the person(s) approving the document

	Manual distribution:
	Indicate the manual distribution of the document.
E.g. ‘No manual distribution.’
E.g. ‘1 copy available in the laboratory.’

Preferably no hard copies of this document should be made unless absolutely necessary. 
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